
In brief
In this article, we discuss various aspects of  
Bitcoin and other cryptocurrencies, as well 
as the underlying blockchain technology. 
We offer a detailed description of the 
technical aspects of blockchain, its 
applications in the world of finance, 
fundraising mechanisms for new crypto 
projects, cryptocurrencies as an asset class, 
risks, regulatory aspects and the future 
potential of the new technology. We end on 
an optimistic note, arguing that the advent 
of blockchain has the potential to be the 
beginning of a new technological revolution. 
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During the installation period, investment ramps up 
as speculators are drawn to the new opportunity 
and promise of outsized returns. This speculative 
behavior peaks with in the frenzy phase, deemed 
“irrational exuberance” in 1996 by Alan Greenspan. 
Some contend this is where we sit today within the 
crypto space. 

Bitcoin and other cryptotokens (hereafter used 
interchangeably with cryptoassets) have 
captivated a large segment of the retail 
investment world in ways not seen since the 
dotcom bubble of 1998-2000. Despite a recent 
correction Bitcoin has appreciated ~23x since 
the start of 2016. Other cryptoassets have 
followed similar trajectories. In spite of (or 
perhaps because of) the volatility present in 
these assets, speculators of all stripes have been 
attracted to the emerging asset class by the 
echo of ever increasing prices. It is undoubtedly 
a speculative bubble. Yet most speculative 
bubbles have something real and potentially 
transformative underpinning them, and crypto 
is no exception.

Economist Carlota Pérez writes about bubbles and 
techno-economic paradigms in her seminal book 
Technological Revolutions and Financial Capital.1 
According to Pérez, technological revolutions 
follow similar patterns, which she classifies into 
techno-economic surges. She identifies five such 
paradigms:

1. The Industrial Revolution
2. Age of Steam and Railways
3. Age of Steel, Electricity and Engineering
4. Age of Oil, Automobiles and Mass Production
5. Age of Information and Telecommunications

As shown in figure 1 below, all of these paradigms 
align along the following sequence: installation 
phase, bubble and subsequent crash, followed by 
an extended deployment phase as the technology 
is diffused across society. 

If we are nearing the end of 
the current IT paradigm then 
it begs the question of what 
will precipitate it.

Figure 1
Technological surge cycle: Recurring phases of each great surge in the core countries
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A few notable venture capital firms subscribe to 
versions of Pérez’s theory (such as Union Square 
Ventures and Andreessen Horowitz), which suggests 
the coming completion of the current technological 
paradigm, marked by the beginning of the next. 
If we are nearing the end of the current IT 
paradigm then it begs the question of what will 
precipitate it. Each new wave has been epitomized 
by a corresponding innovation in distributing 
commerce and innovation throughout society 
(e.g. canals were the internet of the Industrial 
Revolution). Blockchain has the potential to enable 
a disintermediated, frictionless marketplace. As a 
result, some venture capitalists regard crypto as 
the next paradigm, a new decentralized internet. 
Indeed, to date the price of the largest and best 
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known cryptoasset, Bitcoin, has mimicked that of the 
NASDAQ bubble with remarkable precision (figure 2). 

If the prediction is accurate then there is more short 
term pain to come for Bitcoin holders. However, the 
long term guidance could still be immensely positive 
as the technology gets deployed across society. 
Ultimately, the price of Bitcoin is less important than 
the potential found in the underlying technology and 
token mechanism thereby enabled.

Bitcoin vs. blockchain
Over the past few years, as crypto gained increasing 
prominence, it became fashionable in the financial and 
economics worlds to take the position of “blockchain, 
not Bitcoin.” In other words “Bitcoin is not that 
interesting as it is merely a currency with illicit use 
cases, but this blockchain technology has potential!” 
The potential cited is typically represented by the 
creation of private, or permissioned, blockchains. 
These leverage distributed databases to improve 
largely internal efficiencies at incumbent financial 
institutions, rather than to establish a new 
decentralized currency or internet. Private blockchains 
are therefore akin to company intranets, while 
public, permissionless blockchains are analogous to 
the internet. Going forward, there will undoubtedly 
be instances of companies leveraging private 
blockchain technology to reduce costs and improve 
efficiency, for example in trade settlement. However 
private blockchains may represent merely an 
intermediate step toward a more decentralized 
system. 

Some of an open blockchain’s potential beyond 
enabling purely a decentralized currency (and store 
of value) is already being realized with Ethereum. 
Ethereum was founded by Vitalik Buterin in 2014 
as a decentralized computing platform that runs 
digital smart contracts, with “Ether” as its currency 
unit. These smart contracts essentially enable 
(decentralized) applications to be easily programmed 
to run automatically without any intermediary, or 
third-party interference. For instance, Augur is a 
prediction market dApp built on Ethereum’s 
blockchain. The system, which allows users to place 
monetary bets on any future event, encodes bets 
made on its platform in Ethereum’s underlying smart  
contract language. When the event in question 
occurs, the smart contract is triggered and 
automatically executed, allowing the money to change 
hands without the use of a central overseeing party. 
Similar to the Bitcoin blockchain, the code written 
into these smart contracts is immutable – it cannot 
be changed. The account is effectively controlled by 

Figure 2
Bitcoin versus NASDAQ: Price comparison
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Ultimately, the price of 
Bitcoin is less important 
than the potential found in 
the underlying technology 
and token mechanism 
thereby enabled.

Bitcoin and the blockchain
Bitcoin is a digital asset initially introduced in 2008 
with the publication of Satoshi Nakamoto’s landmark 
paper proposing a decentralized payment system 
built on an underlying technology now known as a 
blockchain. Bitcoin started as a peer-to-peer currency 
and payment system - a financial technology 
breakthrough. And indeed Bitcoin still offers one 
of the most well-defined use cases of the crypto 
movement, a censorship-resistant store of value. 
However, as potentially disruptive as a new digital 
currency could be, it alone would not be sufficient 
to represent a new techno-economic paradigm 
on par with the steam engine and the internet. 
Technologists and investors became increasingly 
enamored with the underlying “blockchain” 
architecture beneath the currency.

The initial Bitcoin blockchain was designed as a 
public transaction ledger to track transactions in 
Bitcoin. Blockchain at its core is an open, distributed 
ledger, or database. Such a distributed database 
alone would not be unique. What makes the 
blockchain innovative is that its ledger is cryptographic, 
immutable and decentralized, and runs on the 
concept known as “proof of work.” Cryptographic 
in that transactions are verified using private “hash” 
keys, to validate that ownership of a party to a 
transaction’s Bitcoin. Immutable or irreversible in 
the sense that the blockchain is “append only”, it 
cannot be altered, only added to. And finally it is 
decentralized in that the blockchain is maintained 
by a global network of miners and developers, 
rather than by a single, corporate entity. As a 
result, a blockchain cannot be altered by a single 
computer and thus doesn’t have a single point of 
failure. Proof of work, meanwhile, is a validation 
technique. It refers to the fact that in order to 
add a block to the blockchain (thereby getting 
compensated in Bitcoin), miners are required to 
solve a complex mathematical problem, which 
gets increasingly complicated as more blocks are 
added to the chain. This is also how the Bitcoin 
blockchain is secured.
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this code, rather than by a user. As a result, smart 
contracts are virtually immune to tampering and 
fraud once created. While setting up contracted and 
frictionless execution has utility across most sectors 
of the economy, including financial services, 
healthcare, real estate and insurance, it has first 
manifested itself as a platform for other tokens to 
be built.

As we are already seeing with Ethereum, limiting 
one’s interest in blockchain to private networks 
would be missing out on the tremendous potential 
offered by open blockchains outside the financial 
sector as well as an innovation of comparable 
importance to that of the blockchain: the token. 

Tokens & the power of decentralization
Over the past few years large web-based, software 
networks like Google, Netflix and Facebook have 
amassed ever increasing power because of the 
network economics inherent in their business 
models. The more users they have, the more data 
they amass. The more data they have the better 
they can train their algorithms and the better the 
services they offer to consumers (and advertisers). 
This in turn increases the benefit to being part of 
their network. Network effects lead to a winner-take-
all dynamic as power accrues to the largest network, 
making it difficult for newer networks (e.g. Snap) to 
compete with these large incumbents. This is leading 
to increased centralization of power in our economy. 
Indeed, these companies are for the first time feeling 
public pressure and calls for antitrust regulation. 

Absent new regulation however, there is perhaps 
only one way to compete with these large centralized 
networks - decentralization. Decentralized networks 
have the potential to disrupt large conglomerates, 
but how do you incentivize innovation without a 
company of paid employees?

Perhaps an even more significant innovation than 
being a digital store of value (e.g. in the case of 
Bitcoin) is that tokens represent a new way to 
incentivize and design open networks. By rewarding 
developers and miners directly through the token 
offering (ICO or initial coin offering) one is effectively 
“bootstrapping” development of the network and 
expediting the inherent network effects. 

As laid out by venture capitalist Chris Dixon of 
Andreessen Horowitz, because participants can have 
direct access to the financial value of a network, 
one can incentivize investment (rewarding 
speculation) in the network at a time when 
application value is low, by giving people partial 
ownership of that network. Eventually the utility 
value associated with the actual service should 
catch up with the speculative value, driving further 
participation in the network (figure 3). Moreover, 
as participants contribute directly to the network 
in exchange for tokens, they are also able to control 
and monetize their own data. In a world where all 
data is made freely available, web incumbents 
can’t respond to crypto’s free data business model. 
These large aggregators would thereby be 
disintermediated. Therein lies blockchain’s ultimate 

Figure 3
Token help overcome the bootstrap problem by adding financial utility when application utility is low
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potential: an assault on intermediaries, all enabled 
by the “token”, which mechanize blockchains to 
turn networks into markets. 

Tokens
Cryptotokens are blockchain-based digital assets 
or representations of something else of value. These 
tokens take many different shapes and sizes. First, 
they vary by the underlying codebase and blockchain. 
Bitcoin and Ethereum have their own blockchains, 
as do newer entrants like Filecoin. Others have 
forked (analogous to a software upgrade) either the 
code or blockchain, or both, to create a new network 
based on some modification of an existing chain. 
And finally some belong to the rapidly growing 
segment of tokens built on top of the Ethereum 
blockchain, using the ERC20 standard. (Ethereum 
has effectively built a token-as-a-service offering 
and ERC20 is the set of rules guiding the 
construction of those tokens.)

Perhaps a more useful guide for investors than 
characterizing tokens by their architecture is to 
organize them by their ultimate use case or value 
proposition. This is complicated by the many 
different categorizations available. We find the 
simplest, most relevant denominations to be as 
follows: (1) Cryptocurrencies, (2) Cryptocommodites, 
and (3) Decentralized Applications (“dApps”). 
Cryptocurrencies are those tokens for which the 
primary use case is as a means of payment or 
store of value (e.g. Bitcoin, Litecoin or Monero). 
Cryptocommodities are tokens with more of a 
utilitarian use case, for instance providing processing 
power or storage (e.g. Ethereum or Filecoin). Finally, 
dApps (or appcoins) are those smart-contract 
applications typically built on top of other 
cryptocommodity protocols. These dApps don’t 
always require purchasing a token to access the 
requisite protocols but may simply charge end users 
a fee. Many of these are still providing raw digital 
resources, but in the future we suspect user-facing 
applications will proliferate.

When investing in tokens, one is purchasing access 
to a network, or a digital service that no centralized 
party controls, otherwise known as a protocol. 
Because a token represents network access, the 
value of tokens is directly dependent on growth in 
network participation. As Nick Tomaino of venture 
capital fund 1confirmation highlights, the value of 
the token underlying a protocol will persist so long 
as the digital service is useful, and supported by 
“a scarce and unique set of resources.”2 It is not 
necessarily true that tokens with clearly defined use 
cases will maintain value better than currencies like 
Bitcoin. Counterintuitively because tokens such as 
Bitcoin are not tethered to a use case beyond simply 
“store of value,” they could potentially prove more 
resilient to systematic forces than commodity tokens, 
which have a more easily derived fundamental value 
that is subject to fluctuations in the perceived utility 
of the token as well as the competitive landscape of 
whatever service they are offering. 

Protocol vs. application layer
Part of the excitement around tokens is centered on 
their ability to incentivize innovation at the protocol 
level of the technology stack. With the internet, 
value accrued principally to the application layer, 
including large conglomerates like Google, Facebook 

and Amazon, while the underlying protocols were 
largely commoditized. It was difficult to incentivize 
development of new protocols because the work was 
principally being driven by researchers and nonprofits. 
Relatedly, there was no way for investors to take a 
position on one protocol (say Transmission Control 
Protocol/Internet Protocol = TCP/IP) vs. another 
(e.g. Simple Mail Transfer Protocol = SMTP). However, 
as Albert Wenger, a partner at Union Square Ventures 
(USV), points out “with blockchains we now have a 
way of issuing and redeeming these tokens digitally.” 
Therefore “a for-profit company can now create a new 
protocol and create value for itself (and its investors) by 
retaining some of the tokens. If the protocol becomes 
widely used, the value of the tokens will increase.”

Protocols comprise the first of the three layers of the 
cryptoasset tech stack, which in order of depth of 
technology (from most basic to most surface level) 
are: (1) Infrastructure Protocols, (2) Decentralized 
Applications (“dApps”), and (3) User Interfaces. 
Many believe that much of the value is and will 
continue to be captured at the first two primary 
levels. This is in direct contrast to the organization 
of the internet stack, where underlying protocols 
are commoditized and value is accrued at the user-
facing application layer. First astutely laid out in Joel 
Monegro’s piece, “Fat Protocols”3, unlike with the 
web where value accrued at the application layer, 
with blockchain that value will accrue at the protocol 
(or protocol application) layer. Because crypto-
networks function on the premise of free, shared and 
open data, user applications built on top of the 
networks can scale easily but have virtually no 
barriers to entry. The blockchain removes the 
competitive advantage of having a database, a la 
Facebook or Google, by capturing this value further 
down the stack at the protocol layer. As a result, 
defensibility at the application layer shrinks. Most 
value accrues instead at the protocol level, where 
network usage and growth are what in turn could 
build value in the underlying token. Indeed, the 
largest use-facing application, Coinbase, was valued 
at its last round of funding at USD 1.6 billion. As of 
this writing, Bitcoin’s market capitalization is around 
USD 150 billion and Ethereum’s is around USD 84 
billion.

Even if it is generally agreed upon that the protocol 
level has the potential to accrue more value than we 
saw in the internet age, there are open questions 
around how that value will be divided – whether we 
will see a more “maximalist” version with one or two 
massive protocols, or whether the protocol layer will 
be split into many smaller sub-protocols. Currently, 
the market looks more like the former. We’ve seen 
enormous growth in the size of individual protocols 
so far, driven in part by the launch of successful use 
cases that have helped funnel user growth to just a 
handful of underlying platforms. For example, 
Coinbase as an application helped drive user growth 
and speculation in Bitcoin, just as Ethereum’s token 
crowd sale use case has driven the growth of Ether, 
rapidly expanding the market cap of both. The 
inherent network effects will serve as a moat to new 
entrants. However, as protocols scale, so does the 
diversity of needs of its user base. An aggregate, 
generalist protocol may be less efficient at providing 
more precise types of functionalities – while a 
specific use case may be more efficiently served with 
a sub-protocol that has a narrower functionality. 
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This can be thought of as a push and pull between 
technical requirements and network effects. Network 
effects will continue to drive the most momentum to 
those protocols with the largest user bases, as we’ve 
seen thus far. At the same time, engineering needs 
will continue to drive the creation of new smaller 
sub-protocols to better address issues overlooked 
by larger ones. Additionally, due to the nature of 
network diversity, the value that can be captured 
by one single protocol may have an upper limit it 
can reach before being forked. Because all data at 
the protocol level is open source and can be copied, 
network forks can serve as a significant check on 
protocol size and applicability – if a network gets 
too big and the needs of a certain sub-user group 
are not being met, developers can simply copy 
everything and start their own. As the market 
progresses, engineering teams will continue to 
create new and alternative protocols, pushing the 
environment to become more crowded and 
competitive for individual protocols. Those that are 
most successful at cultivating user growth will in 
turn become disproportionately popular due to the 
funneling effects of speculation. 

Over time, as the protocol layer evolves, we 
anticipate that opportunities at the application 
layer will similarly grow. App usage today is very 
minimal, but just as it took time for applications 
like email to develop after internet protocols were 
established, expansion in the protocol layer should 
lay the foundation for more crypto-native 
applications to be created going forward. 
Decentralized apps may even be necessary for 
network growth, though the extent remains to be 
seen. Value in the protocol level will always hinge 
on developers’ ability to effectively scale user 
networks, and well-designed cryptonetworks should 
have an incentive structure that mitigates initial 
scaling risk. The most successful protocols will 
ultimately be those with developer teams who are 
focused on long-term value creation within their 
networks, rather than quick pops of token value, 
in order to create sustainable scale. For example, 
the founder of Aragon, an upcoming network that 
provides a framework for managing other 
cryptonetworks akin to Carta (formerly eShares) 
for private companies, is fostering development of 
the protocol’s community by giving tokens away for 
free to an initial set of users, who are all using the 
platform to host blockchain projects. Networks 
designed with this in mind should be able to achieve 
meaningful scale regardless of what apps are built 
on top of the protocol. However, as the market 
evolves it may become increasingly crucial to create 
competitive applications in tandem with new 
protocols to jumpstart network growth, or attract 
the initial users necessary to power community 
development. YouNow’s announcement of their 
social media video app, Rize, in conjunction with 
the launch of its Ethereum-based cryptocurrency 
PROPS, would be an example of this approach. 
YouNow’s goal is that the attraction of the 
application will drive the usage of PROPS tokens, 
stimulating the growth of the network and avoiding 
initial scaling challenges. Down the line, if and when 
usage of decentralized apps develops, specialized 
user interfaces may similarly gain traction. However, 
the industry today is still in very early innings – much 
of the infrastructure needs to be put in place before 
we see activity beyond the protocol layer. 

Figure 4
Annual fundings total

 Tech funding (1997-2000)            ICO funding (2014-2017) (RHS)

Tech funding in USD ICO funding in USD

0

600

1,200

1,800

2,400

0

20,000

40,000

60,000

80,000

Tech Funding (1997-2000) ICO Funding (2014-2017)

1997 1998 1999 2000
2014 2015 2016 2017

Time period for
- Tech funding
- ICO funding

Source: ICO Funding – Coindesk.com, 2014-2017; Venture Funding – Pitchbook, 1997-2000. 

ICOs
Initial Coin Offerings (or ICOs) are fundraising 
mechanisms for new crypto projects. These projects 
crowdfund their capital through token offerings, in 
lieu of equity, in exchange for other cryptocurrencies 
like Bitcoin and Ethereum. Estimates put the total 
funds raised through ICOs in 2017 between USD 3.7 
- USD 6.8 billion. In June and July 2017, the
amount of money raised through ICOs surpassed
early stage venture capital funding totals for the first
time. Additionally, continuing with the comparison to
the internet bubble, the amount raised in ICOs over
the past few years has tracked the trajectory of
technology funding in the late 90’s (figure 4).

Until recently the largest ICO on record was the USD 
257 million Filecoin ICO completed in September 
2017. This will undoubtedly be eclipsed by Telegram, 
the encrypted messaging platform from Pavel and 
Nikolai Durov, founders of the Russian social network 
vk. Telegram is raising USD 1.2 billion across both a 
pre-ICO raise and ICO to build out a blockchain-based 
messaging platform akin to WeChat. While many 
have scoffed at the proposed valuation range of USD 
3-5 billion, the current Telegram app already has a
user base approaching 180 million and expected to
reach 200 million in the first quarter of 2018.

Despite the volume, the market is still very young, 
making it prone to substantial corrections and 
fluctuations in value. There is also some concern 
over the long term viability of ICOs and the potential 
for substantial new regulation. As with any new 
opportunity, there is a lot of current noise in the 
market, and it is highly likely that we will see 
significant losses from weaker assets. Some venture 
capitalists have estimated that 75-80% of projects 
will likely disappear. Investors need to consider these 
risks when deciding whether and how to participate. 

How to invest in the crypto asset class
If the crypto market continues to track the late 90’s 
NASDAQ, then we remain in the frenzy period and 
there is more pain to come. Some have asked 
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whether a crypto investment thesis requires taking 
losses now to understand the space and potentially 
reap the gains later. Our view is that it ultimately 
comes down to one’s time horizon and chosen 
vehicle for investment. While often publicly tradeable 
at an earlier stage, cryptoassets are ostensibly 
investments in technology startups and should be 
approached as such. These are complex projects 
and as a baseline one should not invest without a 
detailed understanding of the opportunity. Unless 
one is buying Bitcoin as an alternative store of value 
akin to gold, it could make sense to outsource any 
crypto exposure to a professional technology 
investor. Indeed, venture capital and hedge funds 
have popped-up in recent years to take advantage 
of the developing asset class. 

Venture capital funds were the earliest institutional 
participants in the Bitcoin/blockchain phenomenon, 
making equity investments in blockchain-enabled 
companies, many of which were initially at the 
application or user-interface level. Over time, as 
understanding grew around value accruing to the 
protocol layer and coincident with the development 
of tokens to incentivize this growth, some venture 
firms began investing aggressively in tokens. 
Simultaneous with this rise in token issuance and in 
trading volumes, crypto-focused hedge funds began 
proliferating. While some were started by traditional 
asset managers moving into crypto, many of these 
funds have been founded by developers and early 
adopters of Bitcoin as well as employees of early 
applications like Coinbase. While some of the hedge 
funds employ a trading strategy, many of them take 
more of a venture capital approach, investing in  
pre-ICO rounds when projects are still in the very early 
stages of protocol development. Pre-ICO rounds are 
typically structured as convertible notes, which 
convert into a predetermined number of tokens at 
ICO. These notes are called SAFTs, or Simple 
Agreement for Future Tokens, an homage to the 
SAFE (Simple Agreement for Future Equity) notes 
pioneered by the Silicon Valley based-accelerator, 
Y Combinator. SAFT notes are typically the domain 
of well-connected angels and institutional investors 
and often come with high minimum investments 
(Telegram’s pre-ICO minimum is USD 20 million). 

Venture capital, either structured as a traditional 
venture fund or a long lockup hedge fund, is one 
approach to investing in the asset class. We’re 
currently in the early innings of the crypto build out. 
And these are ostensibly technology startups and 
potential investors might do well to approach 
investing in them from this perspective. Just as with 
traditional startups, it takes years and sustained 
resources to build out the requisite technology for 
a new protocol or application, while benefiting from 
the guidance and experience offered by seasoned 
technology investors. Indeed, many crypto founders 
are building lockups (often 3-5 years) into their  
pre-ICO rounds in exchange for a significant discount 
to the ICO price, incentivizing patient investors over 
traders. Furthermore, in the event of a downturn, 
venture capital’s ability to drive terms and access 
competitive situations should only increase as more 
fickle capital runs for the exit.

Risks
There are of course significant risks to investing in 
cryptoassets.4 We classify these risks broadly as 

 

being (1) structural (2) technical (3) custodial 
(4) cyclical or (5) regulatory. This is not meant to be
comprehensive.

1)  Structural: One of the primary concerns around
investing in these assets is the token structure
itself. One does not typically own equity in these
protocols or dApps and thus does not have a legal
claim on the assets. Nor does one have traditional
governance rights that go along with equity.
Counterintuitively, the ability to fork a blockchain
is a helpful check on bad governance. If one
doesn’t like the direction the core team is taking
a project, the community can simply “fork” it.
We saw this with the Decentralized Autonomous
Organization (DAO) hack when a contingent
forked Ethereum to Ethereum Classic. To be sure,
there will be instances where investors invest in
something of value and unusual circumstance
prevents them from realizing that value, but this
issue exists with conventional startups as well.
Additionally, there is an open question about how
to attribute value across those companies that
have raised both equity and a token. Some
companies that have issued a protocol token, like
Ripple with XRP and Protocol Labs with Filecoin,
are sitting on multi-billion US dollar balance
sheets in these tokens (as well as Bitcoin needed to
purchase their tokens). In theory, tokens could be
liquidated and the proceeds distributed to equity
holders – though thus far teams have resisted the
urge to do so.

2)  Technical: Unsurprisingly, there are also substantial
technical challenges and risks to building a crypto
project. It is generally accepted that blockchain
systems can only maintain two of the following
three conditions: (1) scalability, (2) security and
(3) decentralization, and that any improvements
to two will inevitably come at the expense of the
third. As a result, scalability has been a challenge.
For instance, due to limitations in the block sizes
on Bitcoin’s blockchain, Bitcoin is only able to
process a maximum of around 4-7 transactions
per second (TPS), while Ethereum can handle
around 15-20 TPS. By comparison Visa
processes close to 2,000 TPS, with a peak rate
significantly higher than that. Solving this scaling
problem, without compromising on security or
decentralization, perhaps through techniques
like parallel computing or sharding will be crucial
to mainstream adoption.

3)  Custodial: The immutability characteristic of
blockchain technology serves to strongly identify
ownership through the use of cryptographic
signatures known as private keys. Because an
individual token’s entire record of transactions is
published publicly, the “private key” mechanism
(a random 256-bit number (in the case of Bitcoin),
is necessary to allow one user to “sign” over
ownership to another. An algorithmic derivative

There are of course significant 
risks to investing in 
cryptoassets.

The latest frenzy: rise of the token 7



of the “private key”, known as a public key, then 
verifies that the signature providing a transfer of 
ownership is correctly matched. If the public key 
serves as a kind of post office box for where to 
send Bitcoin, the private key is what opens the 
lock. Because private keys dictate ownership, 
their security is vital. Simply storing it on a 
computer can be somewhat risky as that computer 
is connected to the internet. Thus many opt for a 
a hardware wallet, essentially a dedicated device 
like a USB. Others take an even lower-tech 
approach, called cold storage, effectively just 
writing the private key number on a piece of 
paper and storing in a lockbox. While these offline 
methods are extremely secure, this system of 
storage makes transactions rather cumbersome. 
Not surprisingly, the vast majority of holders 
store their cryptocurrency on exchanges, which 
use “hosted wallets”, servers holding private keys 
in a centralized database. While these exchanges 
allow for more convenient transactions they have 
also proven susceptible to hacks. The first notable 
breach occurred in 2011 at Tokyo-based exchange 
Mt. Gox, when 750,000 Bitcoin were stolen. 
A string of attacks followed, for instance when 
120,000 Bitcoin were stolen from Bitfinex in 
2016, demonstrating that even reputable 
exchanges with advanced security measures are 
not immune to the risks of online private keys. 
Such an inverse relationship between convenient 
transactions and secure custodial ownership 
highlights that the tradeoffs between (1) scalability, 
(2) security, and (3) decentralization, as noted
above, have yet to be effectively solved. Given
these constraints, many institutional investors
currently employ a hybrid approach, storing
most of their tokens offline, and then placing
small amounts into an online account for
transactional liquidity.

4)  Cyclical: There are also risks as to where we are
in the cycle. As shown above, the price of Bitcoin
is tracking that of the 1994-2003 NASDAQ. In
many instances, prices of publicly traded tokens
have appreciated well beyond where fundamentals
support. Ripple has de minimis revenue, but is
sitting on billions of US dollars in ERP tokens.
At one point the founder of Ripple, Chris Larsen,
was worth USD 59 billion (on paper), more than
Mark Zuckerberg. Similarly, Protocol Labs has
a multi-billion US dollar balance sheet, but no
income statement. Moreover, many pre-ICO
projects are raising money on little more than a
technical white paper. This is clearly unsustainable.

The irrational exuberance pervading the market is 
maybe best exemplified by some non-crypto-
related public companies superficially changing 
their name and/or strategy to include “blockchain.” 
We found 30 such examples of this, including 
Bioptix (Riot Blockchain) and Long Island Iced 
Tea Corp (Long Blockchain Corp). Long Island 
Iced Tea announced their “pivot” to blockchain 
and experienced a 500% rise in their shares, while 
Eastman Kodak stock rose almost 400% after 
announcing a proposed “KodakCoin.” This mirrors 
activity in the late 90’s where companies added 
“web” or “dot com” to their names or strategies 
looking for similar market reception. We may be 
in the initial phase of a multi decade long trend, 
but investors still need to understand the near 
term downside volatility likely in many of these 
tokens. 

5)  Regulatory: Finally, in addition to the various
risks described above relating to the nature of
cryptoassets and markets for trading them,
investors must also consider the risk associated
with the nascent and rapidly evolving global
regulatory framework for cryptoassets. We
explore these risks further in the Appendix
to this article.

Conclusion
The crypto-economic paradigm is consistently 
underappreciated by media narratives. The idea 
that this is merely the next tulip bulb mania will 
gain steam as the price of headline currencies like 
Bitcoin and Ripple continue to trend lower. Instances 
of fraud in cryptoassets will continue, as use cases 
and attack surfaces expand, likely leading to greater 
regulation (see appendix). Challenges like scaling and 
throughput will become increasingly acute. As it 
was in prior bubbles, it will be emotionally difficult 
to invest through and following the collapse. 

Blockchains, tokens and ICOs could prove 
fundamentally disruptive to established hierarchies 
as the only non-regulatory solution to the antitrust 
trap created by our incumbent tech-aggregators. 
They can enable machine-to-machine communication 
and payments, while mitigating single points of 
failure. More broadly, they have the potential to 
further democratize societies while alleviating some 
of our persistent income inequality. But utopianism 
aside, as in prior periods of innovation, the markets 
may benefit from what could be the next technological 
revolution.
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Perhaps the greatest challenge in establishing an 
encompassing regulatory framework around 
blockchain, cryptocurrencies, and ICOs is the lack of 
understanding of the fundamental technology itself. 
Proponents of blockchain, ICOs and such recognize 
the need for functional and somewhat standardized 
policies if these concepts are to evolve and thrive. 
For regulators, this is easier said than done. In order 
to effectively regulate, they are attempting to define 
standards around a developing technology which 
they don’t fully comprehend while trying not to 
stifle innovation or detract from the operational 
efficiencies associated with decentralization. Thus 
far, their approach has not been consistent. 

Inconsistency, it seems, has defined the debate 
around ICOs. Coin offerings, have emerged as an 
alternate source of capital in recent times. The 
concept though still new, has managed to grow at 
a remarkable pace; from USD 100 million in 2016, 
ICOs raised between USD 3.7-6.8 billion in 2017. 
Decentralized (lacking in central authority) ICOs 
shredded the red tape around traditional fundraising 
methods, lowered the cost of raising capital, and 
provided opportunity to a broader set of investors, 
including retail investors. This unprecedented access 
to capital has made the investment landscape rife for 
manipulation and fraudulent activity and piqued the 
interest of regulatory bodies around the globe. 
Regulators struggled to establish whether an ICO 
should be considered a token or a security. With no 
definitive statement forthcoming, and the ability of 
these offerings to tap financing channels that stretch 
beyond traditional banking systems and national 
boundaries, the regulatory debate further intensified 
and various countries and jurisdictions found 
themselves taking distinct positions.

China, for example, took a more stringent approach 
and altogether banned ICOs. In September 2017, 
The People’s Bank of China declared ICOs illegal and 
asked for an immediate halt on all related fund 
raising activity5. Banks were forbidden from offering 
services to ICOs and money already raised was to be 
refunded. South Korea followed suit. Per a Business 
Insider article, South Korea’s Financial Services 
Commission stated it has “serious concerns about 
the fact that the current market funds are being 
pushed into a non-productive speculative direction”6. 

In the U.S., while no drastic measures were enforced, 
it became abundantly clear that the current 
environment of non-regulation was unlikely to 
prevail. In July 2017, the Securities and Exchange 
Commission (SEC) determined that the tokens 
offered by the decentralized autonomous 
organization (“DAO”) were securities and should 
have been registered as such. The DAO was a 
decentralized venture capital fund which was going 
to be used to fund projects on the Ethereum 
ecosystem. Investors received DAO tokens in 
exchange for Ether and became a part of The DAO 
community. This ICO raised USD 150 million in 
Ether and was a purported success till a hacker 
compromised a third of the assets. The DAO hack 
was a prominent instance and one of the first to 

evoke SEC scrutiny. In September, the SEC created 
a new Cyber Unit to expressly focus on decentralized 
ledger technologies and ICOs in a bid to curtail 
cybercrime. Soon after it was formed, the unit filed 
its first ever fraud charges related to an ICO against 
PlexCorps and two of its founders, alleging that the 
company promised to deliver exorbitant returns in 
an unlikely time frame. Additionally, the SEC also 
brought charges against a businessman, Maksim 
Zaslavskiy and two of his companies for offering 
coins that were supposedly backed by real estate 
investments and diamonds that in fact did not exist. 

The actions taken by various regulatory bodies have 
reaffirmed that this corner of the market is not 
immune to regulatory oversight. Although, the 
consistency of such oversight globally as well as 
locally remains challenged. Regulators maintain that 
they will view substance over form in determining 
how to label a “token”. To elaborate on this approach, 
U.S. securities law practitioners cite the Howey Test 
(named after the seminal U.S. Supreme Court case 
for determining whether an asset is a security)7 as 
one way of establishing substance; irrespective of 
what the offering is labelled, if it can’t pass the 
Howey Test, it will probably be defined as a security. 
Among the conditions of the Test, there is one that 
confuses the most. It stipulates that if any profit 
comes from the efforts of a promoter or third party, 
or put another way, if any profit is mainly from 
outside of the control of an investor, then the 
offering might be a security. This broad application 
of the condition has raised concern from the 
purveyors of cryptoassets as it further obscures the 
difference between a utility token and tokenized 
securities. A utility token represents a participation 
interest that can be used to fund infrastructure 
development. These tokens may also represent 
future access to the company’s product or service. 
However, in a public statement published on the 
regulator’s website in December, SEC Chairman 
Jay Clayton explained that if a “token” such as 
described above, drives an expectation of profit 
through an increase in value or via trade, then it fits 
the definition of a security and should be regulated 
as such8. A demonstration of this assertion was 
provided by the SEC as it ordered Munchee Inc. to 
halt its ICO. 

According to the SEC’s press release, California-
based Munchee, was selling digital tokens to raise 
capital for its blockchain-based food review service. 
It was seeking USD 15 million in capital for app 
improvement and creating an ecosystem where 
token holders could use tokens to buy products and 
services. During the offering, the SEC found that the 
company emphasized the expectation that efforts 
outside of the investor could lead to an increase in 
the value of the tokens and that the company would 
also create a secondary market where these tokens 
can be traded. These factors would have led 
investors to believe that ultimately their investment 
in tokens would yield a return, and therefore based 
on the precedent set in The DAO matter, the SEC 
concluded that these tokens exhibited substance 
of a security and moved in to stop the ICO from 

Appendix 
Blockchain, ICOs, and the regulatory environment
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proceeding. Munchee refunded investor proceeds 
after the SEC intervened9. While this example helps 
illustrate how an expectation of return can shift 
the label, it is still unclear how this would apply 
universally given that many of the projects raising 
coins hardly exist beyond a whitepaper. 

Although not all jurisdictions might apply the same 
yardstick to ICOs, regulators ultimately want to derail 
issuers from circumventing laws and regulations to 
raise capital, prevent fraud, and protect retail 
investors, a sentiment now being echoed by many 
ICO friendly countries as well. Switzerland and 
Singapore, both welcoming of ICOs issued warnings 
that they will bring enforcement actions against 
offerings that did not abide by regulation. Swiss 
based issuers had raised about USD 600 million 
through ICOs in 201710. Favorable ICO hubs such 
as Gibraltar, recently introduced the world’s first 
ICO legislation. The Gibraltar Financial Services 
Commission (“GFSC”) will draft a law that will aim 
to regulate the promotion, sale, and distribution of 
digital tokens and will be the first of its kind to be 
developed specifically for ICOs11. Meanwhile back 
in the U.S., during the Senate Banking Committee 
hearing in February 2018, SEC Chairman Jay 
Clayton and Commodity Futures Trading Commission 
(“CFTC”) Chairman Christopher Giancarlo agreed 
that there might be need for an interagency 
approach to define regulation while being thoughtful 
of the efficiency, innovation and economic growth 
presented by cryptoassets and decentralized 
technologies. To limit this type of advancement 
under onerous regulation can only serve to hamper 
growth at home while creating arbitrage opportunities 
for locations that present themselves as “safe 
havens”. 

While no ICOs have been registered with the SEC, 
ICOs like Filecoin have claimed a common exemption 
under Regulation D which provides exemption from 
securities registration by only allowing “accredited 
investors” to participate in the offering. Many who 
had feared that SEC regulations might curb 
enthusiasm for ICOs, were proven wrong by Filecoin, 
which emerged as the largest ICO of 2017. In fact, 
some even argued, that limiting the offering to 
“accredited investors” was what helped raise the 
amount that it did. After all, “accredited investors” 
are typically high net worth investors who can afford 
to commit larger check sizes. 

As rules and regulations around decentralized 
technologies begin to take form, venture capital and 
growth funds see an opportunity to invest in the 
burgeoning compliance landscape. Sacks Ventures, 
Fifth Wall Ventures, and Valor Equity Partners 
invested in Harbor, a company that will address the 
regulatory challenges of trading private securities on 
blockchains, including ICOs. Harbor is a blockchain 
technology company that will build a decentralized 
compliance protocol and one of its first initiatives 
will be to standardize compliance at the token level 
allowing issuers to meet jurisdictional standards 
irrespective of where they are based. 

With a lot of the regulation around decentralized 
technologies in flux, it will be important to see how 
this area of the market will develop. Whether rules 
from the twentieth century will be carried into the 
twenty-first century, or a new form of regulation will 

  

emerge for a new brand of technology. It remains 
to be seen if regulatory intervention really is the 
“beginning of the end” for blockchain technology as 
eloquently stated by Emin Gun Sirer, a professor at 
Cornell University who was famously the first to 
identify gaps in The DAO’s security infrastructure 
before its unfortunate collapse; or if regulation will 
actually walk hand in hand with innovation to propel 
this technology into the next phase of its cycle in a 
sustainable fashion. 
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